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1
Decision/action requested

According to companion document S3-170811, we propose the inclusion of a detection and reaction layer in 5G to be included in the AMF in order to be able to deal with denial of service scenarios.
This document was submitted after the submission deadline.
2
References

[1]
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3
Rationale

See [1], clause 3.5.2.2.2.1

4
Detailed proposal

*** Beginning of Change ***
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*** End of Change ***
*** Beginning of Change ***
5.1.3.y
Key issue #1.y: Dealing with signalling attacks

5.1.3.y.1
Key issue details

A NextGen core network is likely to serve many different access networks, including a NextGen RAN, 5-n G ( 1<n<3 ) access networks, and perhaps even fixed access networks. A denial of service on the core network has therefore a larger impact than a denial of service on the access network and will impact a much larger geographical area than an attack on the Access Networks or earlier generation networks.

In [zz], the attacks with highest impact are those that affect the core network and involve either bearer setup and release, attacking the S-GW in LTE or registration and deregistration, attacking the HSS or MME. These attacks correspond to the signalling attacks mentioned in the high level requirements 4.2. 

The following key issues in this TR deal with some of these attacks, namely:

-
KI #2.7: activation of many UEs at the same time for mIoT devices

-
KI #8.1: slice isolation in order to prevent resource over consumption of one particular slice


-
KI #8.3: UEs attaching to slices without authorization causing a denial of service.

All of these key issues deal with a specific type of signalling attack, rather than specifying the generic feature that a signalling attack should be detected and then dealt with. This key issue is to fill the gap that the others do not fill by stating that the NextGen network should be able to detect a signalling attack, identify the offending UE and then provide measures to contain the attack or the UE.

5.1.3.y.2
Security threats 

-
Uncontrolled and uncontained signalling attacks can lead to a denial of service for many users;

-
Existing congestion control mechanisms are undiscriminatory and will cause denial or degration of service for many users, even those not participating in a deliberate denial of service attack
5.1.3.y.3
Potential security requirements
-
The NextGen network should be able to detect and identify UEs that cause a denial of service attack. Unauthenticated UEs may not be identified (in a reliable way);
-
The NextGen system should be able to minimize the effects of a signalling attack by signalling the UEs participating in such an attack.
*** End of Change ***
*** Beginning of Change ***

5.1.4.z
Solution #1.z: Detection and response function for signalling attacks

5.1.4.z.1
Introduction  

This solution addresses key issues #1.y, #2.7, #8.1, and #8.3.

The solution proposes to expand the AMF with a signalling attack detection and response function that can detect signalling attacks and send a signalling message to the UE to stop certain actions or to rate limit some types of requests or actions.
5.1.4.z.2
Solution details  

The general principle of this solution works as follows. Below is a figure of a UE requesting a service for which the counter / threshold has not yet been met. The service will be granted according to the flow below:


[image: image1]
Figure 5.1.4.z.2-1: Service request and grant flow

The steps are as follows:

1.
The UE requests a service. This could be a request for a voice call, a new data bearer or access to a new slice or even an attach message

2.
The AMF receives the request and checks whether this UE is behaving normally and whether the service can be granted. The AMF also sets a timer and a counter in order to detect the next service request.

3.
If the AMF finds no reason to deny the request, the AMF assigns the resources and grants the service to the UE (which is indicated with step 4).

In case that this UE has been requesting and terminating many services in a short period of time, the counter or threshold will be met at some point in time. The AMF will then deny access to the specific service and/or tell the UE to refrain from asking further services for a period of time. The flow will look as follows:


[image: image2]
Figure 5.1.4.z.2-2: Service request and deny flow

1.
The UE requests a service. 

2.
The AMF receives the request and finds that the UE is over the threshold for service requests. 

3.
The AMF sends back a service request denied and instructs the UE to stay away for a certain amount of time. This back off timer could be service type specific so that other services can still be requested.

4.
The UE receives the service denied and sets the timer to refrain from further service requests (of that particular type).

The AMF will also set a timer and reset the UE state back to normal whenever that timer has expired.

5.1.4.z.3
Evaluation 

This solution has the following merits:

-
It solves the key issues #1.y, #2.7, #8.1, and #8.3 by threshold based detection on a per UE bases and extending the LTE back off timer mechanism to be specific for a UE and optionally specific to a service;

-
Other UEs, not taking part in a denial of service, will not be affected by this type of selective and discriminatory congestion control measures because only infected UEs will be denied service.
-
For authenticated UEs, it allows the AMF to detect which UEs are malbehaving so that selective action can be taken;

-
The detection can be relatively simple and yet effective.

This solution has the following drawbacks:

-
The AMF will have to keep track of each UEs service requests and timers, possibly organized by service request type which will require storage;

-
It is unlikely that UEs of which the baseband processor is infected will comply with the back off timers.
*** End of Change ***
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